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RESEARCH FIELDS

DII IN NUMBERS

BB..SScc..  DDeeggrreeeess
((LLaauurreeee))
Electronics
Telecommunications
Computer Engineering 
Biomedical Engineering

MM..SScc..  DDeeggrreeeess
((LLaauurreeee  MMaaggiissttrraallii))
Electronics
Telecommunications
Biomedical Engineering
Robotics & Automation

Computer Engineering 
(in English)
Embedded Computing 
(in English)
Bionics Engineering 
(in English)

PPhh..DD..  PPrrooggrraammss
Information Engineering
Smart Computing

SSuummmmeerr SScchhooooll
Enabling Technologies for the 
IoT
Nanoscale Electron Devices

PPoosstt--ggrraadduuaattee  AAddvvaanncceedd  
CCoouurrsseess  ((MMaasstteerr))
Cyber-security
Under-water Acoustics & Sonar 
Applications
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The Department of Information Engineering (DII) at University of Pisa 
is an International Center of Excellence for Research and Higher 
Education in the field of Information and Communication Technology 
(ICT) and Robotics. 
DII has promoted six spin-off projects, and it cooperates with private 
and public institutions to provide innovative solutions to key issues in 
different ICT sectors, and to bridge the gap between academic and 
industrial research. 
The Department is involved in about 35 European, National and 
Regional research projects. It runs an intense activity in Higher 
Education for about 4000 students and 90 PhD students, it organizes 
the Master in Cyber-security and Under-water Acoustics and Sonar 
Applications, and the Summer School on Enabling Technologies for 
the Internet of Things. 
 
 
www.dii.unipi.it 
info@dii.unipi.it 
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Integrated Factory –
Internal and External Logistics
• Laser Guided Vehicles (LGVs), 

Autonomous Guided Vehicles (AGVs)
Fleets

• Loading/Unloading
• Drones for Internal logistics
• Misbehavior detection of  autonomous 

agents (aerial and terrestrial – drones, 
LGVs, AGVs)

CCOOOOPPEERRAATTIIVVEE AAUUTTOONNOOMMOOUUSS RROOBBOOTTSS FFOORR PPRROODDUUCCTTIIOONN AANNDD LLOOGGIISSTTIICCSS

Safety and efficiency by 
long-term learning and 
prediction of  patterns

Easy deployment with
semantic mapping

On-line, self-optimising 
fleet management

Flexible 
manipulation

Human-aware AGV fleets:
legible motion planning,
mutual communication of  intent,
human detection and tracking

Relevant recent EU projects

CCOOBBOOTTSS AANNDD SSOOFFTT RROOBBOOTTIICCSS

Safe Physical Human-robot       
Interaction

Robotic Manipulation for 
Industry

Remote-guided robots for 
security

Relevant recent EU projects

Control of  Heterogeneous Automation 
Systems: Technologies for Scalability, 
Reconfigurability and Security

Intra-Logistics with Integrated Automatic Deployment. 
Safe and Scalable Fleets in Share Spaces

Safe and Autonomous Physical 
Human-Aware Robot Interaction

Advanced Manufacturing Solutions
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Fabrication techniques
• Production of  scaffolds for in vitro 

models and Tissue Engineering
• Advanced fabrication technologies for 

smart and (bio-)materials
• Experience in processing biopolymers

extracted from waste material

Additive Manufacturing

Soft-lithography

Example:	microfluidic for	the	creation	of	stable	gradients	of	chemical	species

Example:	selectively	scavenging	of	molecules dispersed	into	a	solution

Soft	- Molecular	Imprinting

Example:	nanofibers	matrices (nonwoven	fabrics,	filters,	packaging)

Electrospinning

Additive manufacturing
• Fused deposition modelling from 

filament and pellets)
• 3D printing of  paste and gel materials
• Stereolithography
• Inkjet printing of  nanoparticles and 

sensors

    

           

          

              

  

             

             

        

               

            

               

         

       

    

              

 

      

MULTIMATERIAL AND MULTISCALE FABRICATION
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Augmented reality and wearable HMDs to 
support manufacturing and security
• Select  the commercial HMD
• Study and implement the AR visualization modalities 

(to maximize user’s perception)
• Study and implement real to virtual  

registration/alignment  techniques
• Modify/improve existing HMDs or, when needed, 

develop HMDs ex novo 

WWEEAARRAABBLLEE TTEECCHHNNOOLLOOGGIIEESS –– HHEEAADD MMOOUUNNTTEEDD DDIISSPPLLAAYYSS

Relevant recent EU Projects

WEARABLE TECHNOLOGIES – HUMAN-MACHINE INTERFACES

Human robot interaction

Human motion capture

Physiological monitoring

User safety and health

Relevant recent EU projects

Video Optical See-Through Augmented Reality 
Surgical system (Horizon 2020;)

Augmented reality

	

Haptic InterfacesPhysiological sensing

Motion capture Virtual reality
Wearable Haptics
for Humans and Robots

Personalised Monitoring Systems for Care in Mental Health

Neurobehavioural predictive and 
personalised Modelling of  
depressive symptoms during primary
somatic diseases with ICT-enabled
self-management procedures

The Collective Experience of  Empathic Data Systems

Training and monitoring of  daily-life physical
INTERACTION with the environment after stroke

Expressive agents for 
symbiotic education and 
learning
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AADDVVAANNCCEEDD SSEENNSSOORR PPLLAATTFFOORRMMSS

Industrial Internet 

AAddvvaanncceedd  MMaannuuffaaccttuurriinngg  SSoolluuttiioonnss

SSEENNSSIIPPLLUUSS  SSeennssoorr  ppllaattffoorrmm
In partnership with Sensichip srl

Temperature, radiation, humidity, 
pollutant gases + communication

SSeennssoorrss  ffoorr  mmeecchhaattrroonniiccss  
aanndd  pprreeddiiccttiivvee  ddiiaaggnnoossttiiccss
p 
In Partnership with VALEO, 
AMS CEG, GE

MMEEMMSS  SSmmaarrtt  sseennssoorrss
Acoustic, thermal, flow 
sensors

In partnership with STM and 
CNR

NNEEWW FFRROONNTTIIEERRSS OOFF RRFFIIDD  TTEECCHHNNOOLLOOGGYY

Adding secure
«localization» to radio 

frequency identification
systems

Low-cost solutions for challenging 
problems in Wireless Sensor Networks

MM-WAVE COMMUNICATIONS AS A PERFORMANCE BOOST FOR INDUSTRIAL WIRELESS NETWORKS

Thermography Camera Time-slotted channel hopping & 
frequency-diversity can provide 
support for a large number of  high 
bit rate channels 

http://www.emergent-rise.eu/
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PPLLAATTFFOORRMMSS FFOORR TTHHEE IINNDDUUSSTTRRIIAALL IIOOTT

Reduce network latency 
and improve data 
security

Data analytics for 
predictive maintenance Autonomous control

Support application logic 
execution at the edge of  the 
network through the Fog/Edge 
Computing paradigm

Relevant recent Projects
BETaaS: Building the Environment for 
Things as a Service

Industrial Internet 
AAddvvaanncceedd  MMaannuuffaaccttuurriinngg  SSoolluuttiioonnss

E2SG: Energy to Smart Grid

Localized Management 

Applications

IINNDDUUSSTTRRIIAALL IIOOTT SSOOFFTTWWAARREE PPLLAATTFFOORRMMSS IIOOTT GGAATTEEWWAAYYSS

!

Design of  distributed IoT systems to integrate existing vertical 
solutions into a single horizontal platform. Design of  software 
platforms to ease the development of  IoT applications.	

Evaluation and analysis of  existing 
software platforms for IoT. 

Development of  gateways for the Industrial IoT to interconnect 
different sensors based on different existing protocols. 
Design of  integrated circuits exploiting energy scavenging.

Cloud Layer
Huge Data Analytics

Non Real-time M2M Applications

Local Data Center Layer
Big Data Analytics

Soft Real-time M2M Applications

Fog Layer
Closed-loop control

Real-time M2M Applications

Sensing and Actuating 
infrastructure

IInndduussttrriiaall  
IInntteerrnneett

MMaannuuffaacctt
uurriinngg

AAeerroossppaaccee
&&  DDeeffeennccee

AAuuttoommoottii
vvee  &&  

TTrraannssppoorr
tt

HHeeaalltthhccaarr
ee

RReettaaiillOOtthheerrss

AAggrriiccoollttuu
rree

EEnneerrggyy  &&  
UUttiilliittiieess

MMaannuuffaacctt
uurriinngg
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IINNDDUUSSTTRRIIAALL WWIIRREELLEESSSS NNEETTWWOORRKKSS

Guarantee reliable and 
timed data delivery

Low cost and rapid 
industrial deployments 

Guarantee flexibility and 
scalability

Enable reliable and interoperable 
wireless communication for 
industrial applications

Relevant recent projects

IINNDDUUSSTTRRIIAALL WWIIRREELLEESSSS SSEENNSSOORRSS//AACCTTUUAATTOORRSS NNEETTWWOORRKKSS

Industrial Internet 
AAddvvaanncceedd  MMaannuuffaaccttuurriinngg  SSoolluuttiioonnss

Handle mobility

IINNDDUUSSTTRRIIAALL SSOOFFTTWWAARREE DDEEFFIINNEEDD DDEETTEERRMMIINNIISSTTIICC

NNEETTWWOORRKKIINNGG
Industrial IPv6-based wireless multi-hop networks
–6TiSCH, 6LoWPAN, 6lo
–CoAP-based applications

Low-Power Wide Area Networks
–LoRaWAN

Design, development and 
performance evaluation of  
new architectures and 
protocols

Motivation

Adamo Project: Aerodinamica Digitale Adattiva per 
Motocicli
POR FESR 2014-2020 Regione Toscana

Improving reliability and 
efficiency of  Industrial 
wireless systems 
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Cloud Computing and Networking

AAddvvaanncceedd  MMaannuuffaaccttuurriinngg  SSoolluuttiioonnss

IInndduussttrriiaall  IInntteerrnneett

SOFTWARE ARCHITECTURES FORHIGH-PERFORMANCE NETWORKING

Main industrial applications and funding:
Intrusion detection (CCoorreelliigghhtt)
DoS prevention (SSoollaarrffllaarree)
Link emulation (EEaasstt  CCoosstt  DDaattaaccoomm,,  TTLLEEMM)
Fast network stacks (NNeettAApppp)
Inter VM networking (VVeerriissiiggnn,,  CCiissccoo,,  NNEECC)
Fast packet I/O (NNeettmmaapp,,  VVAALLEE,,  PPTTNNEETT)
Fast packet scheduling (PPSSPPAATT)

FP7: CHANGE

FP7: Planetlab

SSICLOPS – Scalable and Secure 
Infrastructures for Cloud Computing

CCOONNTTRRIIBBUUTTIIOONNSS TTOO EEUURROOPPEEAANN PPRROOJJEECCTTSS

AANNDD OOPPEENN SSOOUURRCCEE

DATA CENTER NETWORKING
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Cybersecurity
AAddvvaanncceedd  MMaannuuffaaccttuurriinngg  SSoolluuttiioonnss

HHAARRDDWWAARREE SSEECCUURRIITTYY

CMOS-Based PUF

Authentication

Resistant to 1025 brute-force 
attack

Secure communication & 
Localization

High-speed firewalling and 
intrusion detection

Blockchain technology

RReelleevvaanntt  rreecceenntt  PPrroojjeeccttss

IInndduussttrriiaall  IInntteerrnneett

NNEETTWWOORRKK AANNDD SSYYSSTTEEMM SSEECCUURRIITTYY IINN IIIIOOTTMMAALLWWAARREE DDEETTEECCTTIIOONN

SSOOFFTTWWAARREE SSEECCUURRIITTYY

Secure SW modelling
Secure SW architectures & 
patterns

Secure SW analysis & 
synthesis

Secure information flow

Large-scale, fine-grain access 
controlAndroid malware

Behaviour-based

96% detection-rate

1.4% performance 
overhead

4% battery overhead

Innovative technologies and processes for airport
management 

Protecting National 
Critical Infrastructures
from Cyber Threats

Control of  Heterogeneous Automation Systems: 
Technologies for Scalability, Reconfigurability and 
Security

PLAtform for the deployment and operation of  
heterogeneous NETworked cooperating objects

Transparent localisation and 
identification through heterogeneous
metasensor correlation

Reconfigurable
ubiquitous
networked
embedded
systems
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Big Data and Analytics

Forecasting of energy 
consumption due to 
electric lighting in office 
buildings  

Forecasting of 
solar 
photovoltaic 
energy 
production

Forecasting

Scalable tools for inferring social communities

Opinion Mining

Sentiment analysis

Event detection by 
social sensing analysis  

Social Sensing

The	camera	comes with	a	
free	case	but I	don’t like
the	colour much

I	just	bought a	new	
camera	yesterday.	It was
a	bit	expensive,	but the	
battery life	is good.	

Diagnosis of the 
causes of efficiency 
loss in photovoltaic 
energy systems

Fault Prediction

Condition-based Maintenance

Big Data Mining

Learning algorithms for fault detection, business intelligence 
applications, customer satisfaction

Frequent pattern analysis for customer analysis, event 
detection, fraud detection, web mining 

Multi-objective evolutionary algorithms for industrial multi-
objective optimization problems

Profiling

Energy Management: 
low-cost system to 
monitor the use of 
electrical energy 

Recommender systems

Electronic Recruitment
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MMAASSTTEERR  UUNNIIVVEERRSSIITTAARRIIOO  DDII  IIII  LLIIVVEELLLLOO  IINN
EELLEETTTTRROOAACCUUSSTTIICCAA  SSUUBBAACCQQUUEEAA  EE  SSUUEE  AAPPPPLLIICCAAZZIIOONNII

IIll MMaasstteerr hhaa lloo ssccooppoo ddii ffoorrmmaarree uunnaa ffiigguurraa pprrooffeessssiioonnaallee ddoottaattaa ddii uunnaa ccuullttuurraa tteeccnniiccoo--sscciieennttiiffiiccaa aadd aammppiioo ssppeettttrroo nneell
sseettttoorree ddeellllee aapppplliiccaazziioonnii SSoonnaarr,, cchhee ssiiaa iinn ggrraaddoo ddii ssvvoollggeerree ccoommppiittii ddii ppiiaanniiffiiccaazziioonnee,, eesseerrcciizziioo ee ggeessttiioonnee ddii ssiisstteemmii eedd
iimmppiiaannttii eelleettttrrooaaccuussttiiccii ssuubbaaccqquueeii..

FFoorrmmaannoo ooggggeettttoo ddeell MMaasstteerr llee pprroobblleemmaattiicchhee,, llee tteeccnniicchhee eedd ii ssiisstteemmii iinneerreennttii llaa ggeenneerraazziioonnee,, llaa pprrooppaaggaazziioonnee,, llaa
rriicceezziioonnee ee ll’’eellaabboorraazziioonnee ddii sseeggnnaallii eelleettttrrooaaccuussttiiccii ssuubbaaccqquueeii,, eedd iill lloorroo iimmppiieeggoo ppeerr llaa rreeaalliizzzzaazziioonnee ddii aappppaarraattii eedd
iimmppiiaannttii iiddoonneeii aall ccoonnttrroolllloo ddeellll’’aammbbiieennttee ee ddeellllee rriissoorrssee nnaattuurraallii,, aallllee bboonniiffiicchhee aammbbiieennttaallii,, aallllee aattttiivviittàà ssuubbaaccqquueeee
ccoonnnneessssee aallll’’iinnssttaallllaazziioonnee ee mmaannuutteennzziioonnee ddii ccoonnddoottttee ppeerr iiddrrooccaarrbbuurrii ee ppoorrttaannttii ppeerr tteelleeccoommuunniiccaazziioonnii,, aalllloo ssvviilluuppppoo ddii
aappppaarraattii ddii rriilleevvaammeennttoo ee llooccaalliizzzzaazziioonnee ppeerr llaa ssoorrvveegglliiaannzzaa ee llaa ddiiffeessaa ddeellllee aaccqquuee..

AARRGGOOMMEENNTTII

hhttttpp::////mmaasstteerr--eeaass..ddiiii..uunniippii..iitt//

IINNFFOO

IINN CCOOLLLLAABBOORRAAZZIIOONNEE CCOONN

LLaauurreeaa MMaaggiissttrraallee, SSppeecciiaalliissttiiccaa
oppure VVeecccchhiioo OOrrddiinnaammeennttoo
iinn qquuaallssiiaassii ddiisscciipplliinnaa

RREEQQUUIISSIITTII

LLeezziioonnii::  448800  oorree,,  NNoovveemmbbrree  22001166  –– GGiiuuggnnoo  22001177
TTiirroocciinniioo::  220000  oorree,,  GGiiuuggnnoo--SSeetttteemmbbrree  22001177
DDiissccuussssiioonnee  TTeessii::  DDiicceemmbbrree  22001177

QQUUAANNDDOO

FFoonnddaammeennttii  ddii  EElleettttrrooaaccuussttiiccaa  SSuubbaaccqquueeaa
TTeeccnniicchhee  ddii  EEllaabboorraazziioonnee  ddeell  SSeeggnnaallee  SSoonnaarr  
FFiillttrraaggggii  aaii  MMiinniimmii  QQuuaaddrraattii  ee  AAnnaalliissii  ddeell  MMoottoo  ddii  uunn  SSeemmoovveennttee  MMaarriinnoo
AAnnaalliissii  ee  PPrrooggeettttaazziioonnee  ddii  SSeennssoorrii  ee  SSiisstteemmii  
AAccuussttiiccii  AAttttiivvii  ee  PPaassssiivvii
EElleemmeennttii  ddii  OOcceeaannooggrraaffiiaa  ee  MMooddeellllii  ddii  PPrrooppaaggaazziioonnee
SSiisstteemmii  AAuuttoonnoommii  ppeerr  ll’’EEsspplloorraazziioonnee  ee  llee  MMiissuurree  SSuubbaaccqquueeee
CCoommuunniiccaazziioonnii  SSuubbaaccqquueeee  ssuu  PPoorrttaannttee  AAccuussttiiccoo
TTeeccnniicchhee  ddii  MMoonniittoorraaggggiioo  ddeell  FFoonnddoo  MMaarriinnoo
MMiissuurree  EElleettttrrooaaccuussttiicchhee

OOBBIIEETTTTIIVVII FFOORRMMAATTIIVVII
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MMAASSTTEERR  UUNNIIVVEERRSSIITTAARRIIOO  DDII  II  LLIIVVEELLLLOO  IINN  CCYYBBEERRSSEECCUURRIITTYY

Lezioni: 340 ore, Febbraio  – Ottobre 2018 
Tirocinio: 400 ore, Novembre 2018 – Febbraio 2019
Conseguimento titolo: Febbraio 2019

Edizione 2016 -17: 25 partecipanti

EEDDIIZZIIOONNEE 22001177--1188

CCrriittttooggrraaffiiaa  aapppplliiccaattaa
SSiiccuurreezzzzaa  nneellllee  rreettii  ee  nneeii  ssiisstteemmii  ooppeerraattiivvii
DDaattaa,,  WWeebb  aanndd  SSoocciiaall  IInntteelllliiggeennccee
SSiiccuurreezzzzaa  nneell  CClloouudd
AApppplliiccaazziioonnii    mmoobbiillii  ssiiccuurree
CCoommppuutteerr  FFoorreennssiiccss
AAssppeettttii  lleeggaallii  ddeellllaa  ccyybbeerrsseeccuurriittyy
EEsseerrcciittaazziioonnii  pprraattiicchhee  iinn  llaabboorraattoorriioo

Analisi delle principali minacce “cyber” alla sicurezza
dei sistemi informatici a livello sia infrastrutturale sia
applicativo;

Acquisizione di conoscenze, metodologie e tecnologie
necessarie al progetto e alla realizzazione di adeguate
contromisure.

Laurea Magistrale, Specialistica oppure Vecchio Ordinamento in qualsiasi disciplina

RREEQQUUIISSIITTII

hhttttpp::////ccyybbeerrsseeccuurriittyymmaasstteerr..iitt//

IINNFFOO

IINN CCOOLLLLAABBOORRAAZZIIOONNEE CCOONN SSPPOONNSSOORRSS &&  PPAARRTTNNEERRSSCCOONN IILL PPAATTRROOCCIINNIIOO DDII

analisi della sicurezza di applicazioni e sistemi 
informatici;

progettazione e realizzazione di applicazioni e 
sistemi informatici sicuri;

analisi di attacchi informatici;

consulente tecnico di parte (CTP) e d’ufficio
(CTU).

CCYYBBEERRSSEECCUURRIITTYY::  SSII  PPRREEVVEEDDOONNOO  EENNTTRROO  TTRREE  AANNNNII  66  MMIILLIIOONNII  DDII  PPOOSSTTII  DDII  LLAAVVOORROO  
Cristiano Radaelli, presidente ANITEC


